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Talk: Membrane systems breaking cryptosystems
Abstract: Cryptography is a scientific discipline that concerns information security in presence of
possible intruders, as well as authentication and identification, providing privacy and integrity. The
first ever published public key cryptosystem, named RSA, was developed by R. Rivest, A. Shamir
and L. Adleman in 1978. The security that resides in this system is based on the apparent
computational hardness of the integer factorization problem. More precisely, the semiprime
factorization problem (given a natural number product of two prime numbers, find its decomposition)
is used.
In this talk, the cited problem, among others, is studied from the Membrane Computing
perspective, and a new kind of membrane systems with the ability to compute partial functions
among natural numbers, are presented. This provides a new approach to attack RSA cryptosystems.

